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License & Disclaimer

This presentation is licensed under the 

Creative Commons BY-NC License

To view a copy of the license, visit:

http://creativecommons.org/licenses/by-

nc/3.0/legalcode

Ø We disclaim any warranNes or representaNons 

as to the accuracy or completeness of this 

material.

Ø Materials are provided “as is” without 

warranty of any kind, either express or 

implied, including without limitaNon, 

warranNes of merchantability, fitness for a 

parNcular purpose, and non-infringement. 

Ø Under no circumstances shall we be liable for 

any loss, damage, liability or expense incurred 

or suffered which is claimed to have resulted 

from use of this material.
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L’uomo è sempre l’anello debole !!
5



© CINI - 2019 Cybersecurity National LabRel. 03.06.2019

Weakest Link

Ø No matter how strong 
are your:
Ø Firewalls

Ø Intrusion Detection
Systems

Ø Cryptography

Ø Anti-virus software

Ø … 

Ø You are the weakest
link in computer 
security!

Ø People are more 
vulnerable than
computers
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L’uomo è sempre l’anello debole !!

Ø L’uomo viene aAaccato 

tramite la rete: si sfruAano 

la pervasività, la velocità 

della rete e … l’ignoranza 

degli utenK 

Ø Le strutture in rete vengono 

attaccate usando l’uomo per 

acquisire informazioni utili 

allo scopo
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Fake News Social Engineering
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Social engineering
10

Ø Tentativo di influenzare una persona con l’obiettivo 
finale di:
Ø farle rivelare informazioni confidenziali 
Ø farla agire in maniera tale da consentire accesso o uso non 

autorizzato di sistemi, reti o informazioni 

Ø Dalla attività criminale classica eredita il concetto di 
inganno.
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Social Engineering - Target

Ø Target primario è il 
personale di help desk, 
segretariale o di 
supporto

Ø Perché spendere 
tempo nel cercare le 
vulnerabilità di un 
sistema, quando con 
l’inganno se ne può 
ottenere la password?
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Social Engineering
13

“Social engineering uses influence and persuasion to deceive 
people by convincing them that the social engineer is someone 
he is not, or by manipula9on. As a result, the social engineer is 
able to take advantage of people to obtain informa9on with or 
without the use of technology” 

Kevin D. Mitnick & William L. Simon - Art of DecepGon
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Types of Social Engineering

Ø Phishing
Ø Fraudulently obtaining

private information

Ø Physical Access
Ø Unauthorize building 

access

Ø Stealing important
informations or 
documents
Ø Dumpster diving

Ø Baiting
Ø Real world trojan horse
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Phishing
15

Ø Truffa via Internet in cui l’aggressore cerca di 
ingannare la vittima inducendola a fornire 
informazioni personali, come ad esempio credenziali 
d’accesso, dettagli sul conto corrente bancario e 
sulle carte di credito. 
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Phishing – Come si realizza
16

Ø Tipicamente tramite l’invio, più o meno mirato, di e-
mail che imitano nella grafica e nelle impostazioni 
siH bancari o postali con le quali si richiede di inviare 
daH personali 
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Whaling

Ø A8acchi di phishing 
dire> specificamente 
verso senior execuFve 
e altre persone di 
elevato profilo del 
mondo della finanza e 
dell'industria in 
generale.

Ø Il termine whaling (da 
whale - balena) è stato
coniato per questi tipi di 
attacco per evidenziare
la "grandezza" e 
l'importanza degli
obbiettivi
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Phishing
21

«È interessante notare quanto è 
creativa la gente quando si tratta di 
inventare modi subdoli per ottenere 
quanto le pare … 
Dovete usare la medesima creatività per 
proteggere i sistemi informatici nei 
settori pubblici e privati. 
Perciò quando pensate alle politiche di 
sicurezza delle vostre aziende siate 
creativi e pensate fuori dal sentiero 
tracciato.»



© CINI - 2019
Cybersecurity National Lab

Rel. 03.06.2019

Stealing important documents

Ø Dumpster diving
Ø Looking through the 

“trash” for sensitive 
information

Ø Stealing important
documents
Ø Can take documents off 

someone’s desk

Ø Lock your files and 

dumpsters securely

Ø Easy secure document

destrucKon (Erase 

magneKc media)
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How Prevention
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Baiting

Ø Real world Trojan horse
Ø Uses physical media
Ø Relies on greed/curiosity 

of vicHm (e.g., aKacker 
puts a legiHmate or 
curious label to gain 
interest)

Ø Attacker leaves a 
malware infected USB 
drive in a location sure
to be found
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How Example
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Social Engineering Prevention
24

Ø Social engineering cannot be blocked by technology 
alone
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Social Engineering Prevention

Ø You need:
Ø Training and EducaBon
Ø Awareness
Ø Policies
Ø 3rd Party support

25
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Avete cambiato la 
password del router 
WiFi di casa o che
usate in viaggio?
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Difese 

Ø Non esistono pallottole 
d’argento: serve dubitare, 
chiedersi a chi serve, 
cercare le fonti, …

Ø Bisogna essere coscienE dei 
pericoli a cui si è esposE e ai 
quali si può esporre altri: 
servono 
Ø cyber-hygiene
Ø media literacy
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Cultura e Spirito Critico Conoscenza Tecnologica
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Il ruolo della legge
35
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Regole di 
buon senso
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Social Engineering Prevention

Ø You need:
Ø Training and EducaBon
Ø Awareness
Ø Policies
Ø 3rd Party support

Ø Be suspicious of 
unsolicited phone calls, 
visits, or email from 
individuals asking about
internal informaBon

Ø Do not provide personal or 
company’s informaBon 
unless authority of person
is verified

37
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Social Engineering Preven<on

Ø You need:
Ø Training and Education
Ø Awareness
Ø Policies
Ø 3rd Party support

Ø Do not allow to divulge
private information

Ø Prevents employees
from being socially
pressured or tricked

Ø Need to know

39
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Social Engineering Preven<on

Ø You need:
Ø Training and Education
Ø Awareness
Ø Policies
Ø 3rd Party support

Ø Have a third party come to 
your company and:
Ø aKempt to hack into your

network
Ø Detect problems people have

with security
Ø Ethical Hacker
Ø AKempt to glean

informa<on from 
employees using social 
engineering
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Social Engineering Preven<on

Ø You need:
Ø Training and Educa<on
Ø Awareness
Ø Policies
Ø 3rd Party support

Ø Have a third party come to 
your company and:
Ø attempt to hack into your

network
Ø Detect problems people have

with security
Ø Bug Bounty Programs & 

Ethical Hacker
Ø Attempt to glean information 

from employees using social 
engineering
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