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License & Disclaimer

This presenta?on is licensed under the 
Crea?ve Commons BY-NC License

To view a copy of the license, visit:

hKp://crea?vecommons.org/licenses/by-
nc/3.0/legalcode

Ø We disclaim any warran?es or representa?ons 
as to the accuracy or completeness of this 
material.

Ø Materials are provided “as is” without 
warranty of any kind, either express or 
implied, including without limita?on, 
warran?es of merchantability, fitness for a 
par?cular purpose, and non-infringement. 

Ø Under no circumstances shall we be liable for 
any loss, damage, liability or expense incurred 
or suffered which is claimed to have resulted 
from use of this material.
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Outline

Ø Introduzione

Ø Rilevanza & Cos>

Ø Vulnerabilità & ACacchi

Ø Formazione

Ø AspeI e>ci e legali

Ø Privacy

Ø Security by Design
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Sicurezza

Ø Condizione ogge<va 
esente da pericoli, o 
garanBta contro 
eventuali pericoli

Ø È funzione dell’insieme 
dei pericoli e delle 
minacce (thread) dalle 
quali si vogliono 
proteggere i propri 
asset
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Sicurezza – Accezioni diverse

Ø Physical
Ø Safety
Ø Security

Ø Spazi fisici
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Sicurezza – Accezioni diverse

Ø Physical

Ø Safety

Ø Security

Ø della persona 

Ø dell’ambiente circostante
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Sicurezza – Accezioni diverse

Ø Physical
Ø Safety
Ø Security

Ø See Lecture 1
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Sicurezza – Accezioni diverse

Ø Physical
Ø Safety
Ø Security

Ø dei computer
Ø delle informazioni
Ø del cyberspace
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Sicurezza

Ø È funzione dell’insieme 
dei pericoli e delle 
minacce (threat) dalle 
quali si vogliono 
proteggere i propri 
asset

Ø I threat assumono 
significaI diversi nelle 
varie accezioni
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Sicurezza – Accezioni diverse

Ø Physical

Ø Safety

Ø Security

Ø dei computer

Ø delle informazioni

Ø del cyberspace
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Computer security

Ø Deals with the 

prevenAon and 

detecAon of 

unauthorized acAons

by users of a computer 

system

Ø Authoriza*on is central

to definiAon

Ø Sensible only relaAve 

to a security policy, 

staAng who (or what) 

may perform which

acAons. 

15
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Computer security
17

Ø Measures and controls that ensure confiden'ality, 
integrity, and availability of informaCon system
assets including hardware, soFware, firmware, and 
informaCon being processed, stored, and 
communicated

[ The NIST Internal/Interagency Report NISTIR 7298
- Glossary of Key InformaCon Security Terms, May 2013  

(NIST = U.S. NaConal InsCtute of Standards and Technology)]
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The CIA triad

Ø Confiden'ality, 
Integrity, Availability 
form what is o>en 
referred to as the 
CIA triad
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Secure Systems Basic Pillars

Ø Confiden'ality
Ø Ensuring that informaCon is accessible only to those 

authorized 

Ø Integrity
Ø Ensuring that informaCon has not been modified 

Ø Availability
Ø LegiCmate users have access when they need it
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Confiden5ality

It covers 3 related areas: 
Ø Data
Ø Individuals (Privacy)
Ø Organiza6ons (Secrecy)
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Confiden5ality

It covers 3 related areas: 
Ø Data
Ø Individuals (Privacy)
Ø Organiza6ons (Secrecy)

Ø Assures that 
confiden5al 
informa5on is not 
disclosed to 
unauthorized 
individuals
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Confiden5ality

It covers 3 related areas: 
Ø Data
Ø Individuals (Privacy)
Ø Organiza6ons (Secrecy)

Ø Assures that individuals 
control or influence what 
informa5on related to 
them may be collected 
and stored and by whom 
and to whom that 
informa5on may be 
disclosed
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Confiden5ality

It covers 3 related areas: 
Ø Data
Ø Individuals (Privacy)
Ø Organiza6ons (Secrecy)

Ø Is some5mes used in 
the sense of 
anonymity, keeping
one’s iden5ty private
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Confiden5ality

It covers 3 related areas: 
Ø Data
Ø Individuals (Privacy)
Ø Organiza6ons (Secrecy)

Ø Pertains to 
confiden5ality for 
organiza5ons, such as
commercial companies 
or governments
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Integrity
25

It covers two related concepts:

Ø Data integrity: Assures that informaFon and programs 
are changed only in a specified and authorized manner

Ø System integrity: Assures that a system performs its 
operaFons in unimpaired manner, free from 
unauthorized manipulaFon 
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Availability
26

Ø Assures that systems work promptly and service is 
not denied to authorized users.
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Secure Systems Addi<onal Pillars

Ø Resilience
Ø Ensuring that aDacking previous basic pillars will be difficult o limi<ng 

the poten<al damage 
Ø Non-repudia0on

Ø Ensuring that the originator of the communica<on cannot deny later
Ø Authen0city

Ø Ensuring that informa<on comes from trusted source 
Ø Access control

Ø Unauthorized users cannot have access
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Sicurezza – Accezioni diverse

Ø Physical

Ø Safety

Ø Security

Ø dei computer

Ø delle informazioni

Ø del cyberspace
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Informa7on security
29

Ø Informa7on security is even more general 
Ø It deals with informa7on, independently of 

computer systems



© CINI - 2019 Cybersecurity National LabRel. 03.06.2019

Informa7on security - Remark
30

Ø Informa7on is more general than data
Ø Data convey informa7on
Ø But informa7on may also be revealed, without 

revealing data, e.g., by sta7s7cal summaries 
Ø Cons7tutes a basic right: protec7on of self 

(possessions, ...)
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Quotazioni dei da: nel Dark Web

Ø 3 $
data di nascita, social security number

Ø 75 ¢ - 40 $ 
informazioni su carte di credito

Ø 16 $ - 325 $ 
social media account

Ø 500 $ - 1200 $ 
cartelle sanitarie
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Sicurezza – Accezioni diverse

Ø Physical
Ø Safety
Ø Security

Ø dei computer
Ø delle informazioni
Ø del cyberspace
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Cybersecurity
34

Ø Quella pra=ca che consente a una en=tà 

(organizzazione, ciFadino, nazione, …) 

la protezione dei propri asset fisici e 

la confidenzialità, integrità e disponibilità delle 

proprie informazioni dalle minacce che arrivano dal 

cyberspace

[standard ISO/IEC 27000:2014 e ISO/IEC 27032:2012]
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Cyberspace 
35

Ø Quel complesso risultante dall’interazione di 
persone, soDware e servizi su Internet per mezzo di 
tecnologie, disposiHvi e reH a esso connesse

[standard ISO/IEC 27000:2014 e ISO/IEC 27032:2012]
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Cyberspace
36

Ø La cosa più complessa che l’uomo abbia mai costruito:
Ø unione di migliaia di reD 

Ø straDficazione di programmi soGware e protocolli

Ø eterogeneità di apparaD e terminali

Ø Internet pensata come strumento di collaborazione friendly
e con servizi best effort

Ø …
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Cyberspace
38

Ø La cosa più complessa che l’uomo abbia mai costruito:
Ø unione di migliaia di reE 
Ø straEficazione di programmi soHware e protocolli
Ø eterogeneità di apparaE e terminali
Ø Internet pensata come strumento di collaborazione friendly

e con servizi best effort
Ø …
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Il cyberspace è pervasivo
39

Cyberspace

Economy
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Il cyberspace è pervasivo
40

CyberspaceEconomyIoT

Industry 4.0

RoboDcs

Smart CiDes

Big Data

Drones

Agricolture 4.0

Digital Currencies
AI & ML
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Threat
41

Minacce agli asset di un’en=tà target che, basandosi su 
agen= soDware malevoli (threat agent) e sfruKando 
delle vulnerabilità, anche umane, del target stesso, 
sono in grado di a2accare (penetrare) il suo sistema 
informa=co e/o la sua rete. 
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Risks

Ø Owners analyse threats
to determine which
ones apply; these are 
the risks that can be 
costed

Ø This helps the selecDon
of countermeasures, 
which reduce the 
vulnerabili0es
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Residual Risks

Ø Vulnerabili;es may 
remain, leaving some 
residual risk

Ø Owners seek to 
minimise that risk, 
within other
constraints (feasibility, 
expense)
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Fundamental concepts and 
interrela>onships
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